AHann3 BUAOB U Noc/ieACTBUU OTKa30B
Ha OCHOBE apXUTEKTYPHbIX Moaenen
nporpaMmmMHo-annapaTHbIX CUCTEM

C.3eneHos, [1.by3nanos,
A.YTHEeHKOo, A.XOopoLunioB

VIHcmumym cucmemMHOo20 npo2pamMmMmupoBaHusi
um. B.T'l. VisaHHUKoBa PAH
(ICT'1 PAH)



YKM3HEHHbIN UMK pa3padoTKu

* TpeboBaHuA
e [IpoeKkTnpoBaHumne

 Peannzauuns
e TecTnpoBaHue



[ 1pNUYMHBLI OTKa30B

* 40-45% - oINBKM NPOEKTUPOBaHNA,

e 20% - oLLNBKM NpM NPOU3BOACTBE,

 30% - HenpaBu/bHaA akcnayarauus,

e 5-10% - eCcTeCcTBEHHbIN N3HOC U CTapeHne

nasyHos J1.I., paboseuxun B.IN., Llep6akoB O.B. OCHOBbI HAAEXHOCTM aBTOMAaTUYECKNX
cuctem ynpasneHus. /[ J1.. SHeproaromn3aart, JleHuHrpaackoe otaeneHune, 1984, - 208 c., un.



PaHHAA Bavtnaauns

* TpeboBaHuA

e [IpoeKkTnpoBaHumne
- PaHHAA Banugauus

 Peannsauns
 TecTnpoBaHue



AHauIM3 BUWOOB M MNoc/eacTBuU OTKa3oB
(Faillure Mode and Effect Analysis, FMEA)

 SAE International standard ARP4761, Guidelines
and Methods for Conducting the Safety
Assessment Process on Civil Airborne Systems
and Equipment, 1996.
http://standards.sae.org/arp4/61/.

 AHa/IM3 HAAEXXHOCTH

» Ob6A3aTeNbHO NPU NPOEKTUPOBAHUN
aBMaLUMOHHbIX CUCTEM

e “CHuM3y BBEPX”
- OTKas3 KOMMoHeHTa => nocsieacTena Asa CUCTEMbI


http://standards.sae.org/arp4761/
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[lpyMmep: OTKa3 KOMMNOHEeHTa
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[Tpnmep: FMEA




[lpymep: nocneacTensa oTkasa




FMEA: paboyaqa Tabnumua

Potential Area/individual
Subsystem/ Potential Local Potential End Potential Current Responsible &
Module & Failure Effect(s) of Effects(s) of | > Cause(s) of 8 Controls/Fault | - | = Recommended Completion > 8 | Z
Function Mode Failure Failure Bl Failure o Detection ~RA Action(s) Date(s) ActionsTaken |5 | 8 | B | &
Subsystem ‘How can this The local effect Downtime # "How can this ‘What mechanisms "How can we change "What is going to “What was done to
name and subsystem fail of the of hours at failure occur?” are in place that the design to eliminate take correct the
function o perform its subsystem or the system could detect, the problem?” responsibility?” problem?”
function?” end user. level. prevent, or "How can we detect “When will it be
“What will an 2. Safety !’“"'m'tzeftt';? (fault isolate) this done?"
erator see?” iron- impact ot this cause for this failure?”
i 2 Eoen e
4. Scrap loss
Describe in “How should we test to Examples:
Critical Failure symbol (Cr) terms of Detectioin Ranking (1-10) ensure .lhE.’ failure“has Engineering
Used to identify critical failures something that (see Detection Table) been eliminated? Chgrllge, Software
that must be addressed (i.e., can be "What PM procedures revision, no
whenever Safety is an issue). corrected or should we recommended
controlled. recommend?” action at this time
] 2. Referto g::e tlo .
i solescence, etc.
Severity Ranking (1-10) \ specific errors
(see Severity Table) ™~
71 5 6 | 210 | 1. Begin with highest 6| 1 1 6
] / 9394
2. Could say "no A/
Occurrence Ranking (1-10) action” or "Further /
(see Occurrence Table) study is required.” How did the "Action Taken"
Risk Priority Number 3. ‘:" idga writletn change the RPN?
RPN = Severity * Occurrence * Detection nere does no
imply corrective
I | | action.




[Tpob6nembl CUCTEM

bypHOe pa3BnUTmne TEXHUKM:
YBenunueHne KonmyecTtsa

YC/NOo)XHeHne
— BHyTpeHHero ctpoeHus
— BHeLlHnx cea3en

=>
TpyaHO aHa/IM3npPoBaTh
TpebyeTca aBToMarm3aums



Modular Avionics System Integrator Workplace

NHCTpymMmeHT MASIW

NCI1 PAH + TocHNNAC

MopgennpoBaHue apxXnTekTypbl
- AADL

MopgenupoBaHue cooeB

Error Model Annex

ABTOMaTUYECKUN aHaUIN3 MOAENN

KOHCUCTEHTHOCTb
Cnmynayms

FTA

FMEA



AADL;

Architecture Analysis & Design Language

 SAE International standard AS5506C,
Architecture Analysis & Design Language
(AADL), 2004. Rev. 2017,
http://standards.sae.org/as5506c/.

e Aapo + HaacTpounkn (annex)
* TeKCT + rpadonyeKkoe npeacraB/ieHne

* [lepeuncnonb3oBaHue (package, extend)



AADL: annemMeHThbl

e KOMMOHEHTDI

— Type: BxoAbl 1 BbiXoAbl (UEPHbIN ALLMK)

- Implementation: NOAKOMMNOHEHTbI (6e/bIn ALLVK)
» CBoucTBa

- Property: Tunn3snpoBaHHbIN aTpuUbyT

« Blanmoaencrteue
- Connection: “oTkyna—kyna”
- Binding: “kak / rge”



AADL: ypoBHN

Jlornyeckmii sens <data> ) get |----S@larms
(DYHKLIMOHA/TbHbIA Y
<data> <data>
comp » mon
IHTerpauuoHHbIN MpoTokon AFDX
Cpu_s cpu_c cpu_a cpu_m

AnnapaTtHbIv




- m Jlornyeckuu,
{ N | ] (PYHKLUNOHA/IbHbIV

{C} ) ) . ‘ VNHTErpaLMOHHbI

AnnaparHbiu




comp




AADL Error Model Annex

e BnunaHme coboesB B cucteme

- BnvsHne = "npnynHa—cneacTane éagsitions \
- L ” Op -[ Failure ]-> Failed;
MrHoBeHHOe “pacnpocTpaHeHune op -[ in{NoPower] ]-> Failed
propagations
Failed -[]-> out( NoPower )

e Cpencrea moaennpoBaHuA:
— ABTOMAT ONacHbIX COCTOSAHUI

- BnnaHne (pacnpocTtpaHeHne) cboes

- Ycnosusa nepexonos
e BHyTpeHHne coon

|+
 HaBepneHHble cb6ou _|| ;; ;;
— BepoAaATHOCTb/MHTEHCUBHOCTL CO0OEB

- Komno3unuus




PacnpocTpaHeHne omnookK




[1pnmep: BEPOATHOCTU

KomnoneHrt Coon NHTEeHCHUBHOCTDb

KommyTaTop Orkas 2.5:107

[poueccop Orkas 2.5-107
Barapest Otxkas 1.35-10”




[Tpnmep: FMEA

Item(s) Iniltlilz:)l di;?(isl;l re End effect Sev P
w1 a Orxas a.[propagation] 9 0.000125
- sw 1 a.Failed 9 0.000125
w1 b Orxas b.[propagation] 9 0.000125
— - sw 1 b.Failed 9 0.000125
battery 1 Otxkas Faﬂelzl/[_og;;Msg 10 0.0000675




[Tpnmep: npobnema

Initial failure

Item(s) mode(s) End effect Sev P
a.[propagation] 9 0.000125
sw 1 a OTkaz ,
- sw 1 a.Failed 9 0.000125
b.[propagation] 9 0.000125
sw 1lb OTka3s :
- sw 1 b.Failed 9 0.000125
battery 1 Otxkas Model 0.0000675

Failed AppMsg




[1pnmep: npnynHa
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[Tpnmep: ycTpaHeHne OLLINOKN
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[Tpnmep: HoBbIN FMEA

Item(s) Initial failure mode(s) End effect Sev P

a.[propagation] 9 0.000125

sw | a Otkas :
- sw_1 aFailed 9 0.000125
b.[propagation] 9 0.000125

sw 1 b OTtkas _
sw_1 b.Failed 9 0.000125
a.[propagation] 9 0.0000675
sw_1 a.Failed 9 0.0000675

battery 1 Otkas -
sw 2 a.Failed 9 0.0000675
battery 1.Failed 9 0.0000675
b.[propagation] 9 0.0000675
sw_1 b.Failed 9 0.0000675

battery 2 Otkas -
sw 2 b.Failed 9 0.0000675
battery 2.Failed 9 0.0000675




Pe3synbrat npumeHeHnsa FMEA

« Ha aTane NpoeKkTnpoBaHNAa CUCTEMbI:
— BbIABUTb OLLUMOGKY NPOEKTUPOBaHUA
— JloKannsosartb
— YCTpaHuTb



Heobxoaonmoe ycnoBue

 KOppeKkTHOCTb Moaesnin
— AHaJ/IN3 KOHCUCTEHTHOCTU
- "OTnagyunk”



Busyanmnsauna FMEA

e 3alaHe NCXOAHOIo COCTOSAHMUSA
e 3anyck aHaimsa

e MOHUTOPWUHI COCTOSAHUA
 HaBurauus no NCtopumu



Busyanmnsauma FMEA
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Busyanmnsauma FMEA

Model_impl_vi —‘

AADL Property Value

Current state Operational

Behaviour

Events

Next state Failed
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Busyanmnsauma FMEA




Busyanmnsauma FMEA




Busyanmnsauma FMEA




Busyanmnsauma FMEA




Busyanmnsauma FMEA




Busyanmnsauma FMEA




FMEA B MASIW

« ABTOMAaTUYECKUN aHaUIN3
— [1ns1 BCEX KOMMOHEHTOB CUCTEMDb
- [1na BCeX COCTOAHNN KOMIMOHEHTOB
- 1na Bcex c60eB KOMMNOHEHTOB

e [eHepauns cesogHon Tabnunubl
* Busyanmsauna aHasnmsa



Cnacmnbo 3a BHUMaHue!
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